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Preface

“When it comes to pandemics, there is no rational basis to believe that the early years of the 21st century will be different than the past.”


-Hon. Mike Leavitt, Former Secretary, Health and Human Services (2006)
The purpose of Comprehensive Preparedness Guide (CPG) 704: Operational Considerations for Pandemic Events is to assist jurisdictions in understanding the operational impacts of a pandemic event. This guide offers planning assumptions that will aid in assessing the impact to extended emergency operations as well as a checklist of the appropriate steps to take to ensure continued operations during a pandemic.  While the genesis of these recommendations is the H1N1 outbreak in early 2009, the guidance applies to any extended-duration pandemic or biological event.
Agencies and organizations identified as planning and response partners are encouraged to develop their own policies and procedures, working in collaboration to support the overall pandemic plan elements. Keep in mind that continuity issues extend all the way from individual patient care to overall leadership of State / local government.  
Since pandemics have the potential to severely tax resources across the country, the individual jurisdiction’s capability to contain the spread and reduce the transmission of the disease will be the measure of success in mitigating the consequences of a community outbreak. Though treatment modalities can be very different depending on the causal agent, disease prevention strategies share similar mitigation measures: hand washing and hygiene, social distancing, and isolation of the ill and quarantine of the exposed.  The requirement for extended operations while operating within the constraints of these prevention strategies necessitate a different perspective to ensure continued operations.  

This CPG provides state and local officials with FEMA’s best judgment and recommendations on how to address the operational issues raised by pandemic events. The guide reflects both lessons learned from the initial H1N1 outbreak of 2009 as well as previous pandemics.  
Relation to Other Federal Guidance 

Federal Guidance to Assist States 
The Federal Guidance to Assist States is designed to assist States in improving State-level pandemic influenza operating plans. This document provides a strategic framework to help the 50 States, the District of Columbia (DC), and the five U.S. Territories improve and maintain their operating plans for responding to and sustaining functionality during an influenza pandemic.  The Planning Guidance is available online at http://www.pandemicflu.gov/news/guidance031108.pdf.

The Next Flu Pandemic: What to Expect
CDC guidelines on actions, designed primarily to reduce contact between people, that community government and health officials can take to try to limit the spread of infection should a pandemic flu develop.  The guidance is available online at http://www.pandemicflu.gov/plan/community/nextflupandemic.html.
CPG 101: Developing and Maintaining State, Territorial, Tribal and Local Government Emergency Plans  
CPG 101 provides emergency managers and other emergency services personnel with FEMA’s best judgment and recommendations on how to address the entire planning process, from forming a planning team, through writing and maintaining the plan, to executing the plan.  It also encourages emergency managers to follow a process that addresses all of the hazards that threaten their jurisdiction in a suite of required plans connected to a single, integrated Emergency Operations Plan (EOP).  CPG 101 can be found online at http://www.fema.gov/about/divisions/cpg.shtm.  
CGC 1: Continuity Guidance for Non-Federal Entities

The purpose of this guidance document is to provide direction for the development of continuity plans and programs for non-federal entities. Effective continuity planning and programs facilitate the performance of essential functions during all-hazards emergencies or other situations that may disrupt normal operations. The primary goal of continuity is the continuation of essential functions.  CGC 1 can be found online at http://www.fema.gov/pdf/about/org/ncp/coop/continuity_guidance_circular.pdf.
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1. Introduction 
Introduction

Planning for pandemics involves coordinating the efforts of many disciplines and is subject to applicable laws. A epidemic occurs when a novel strain of an infectious agent emerges with the ability to infect and pass efficiently between humans. Because humans have little immunity to the new agent, a worldwide epidemic, or pandemic, can ensue.  Local, state, Federal and international health authorities regularly track potential pandemic-causing agents. The most likely candidates to start a pandemic have been studied (e.g., avian influenza), their symptoms defined, and their treatments, if any, written into protocol. Potential concerns for emergency management include a high number of people infected; attack rate; mass fatality; and limited resources, as it is unlikely that other local, state, or Federal assets will be available. Further, to the extent that a pandemic affects a large portion of the population, it is likely that neighboring jurisdictions will be unable to render assistance, as they will be responding to their own crisis.

This CPG addresses these issues and provides assistance and direction to pandemic planning efforts.

Purpose
This CPG provides state and local officials with FEMA’s best judgment and recommendations on how to address the operational issues raised by pandemic events. The guide reflects both lessons learned from the initial H1N1 outbreak of 2009 as well as previous pandemics.  This guide will outline planning assumptions, identify the operational impact of those assumptions, and then provide a checklist for use by jurisdictions that will guide in addressing the continued operation of State and local government in light of these planning assumptions.

Specifically, this guide will:

1. Increase the awareness of Federal, State, territorial, tribal, and local government agencies of the requirement to incorporate influenza pandemic considerations and procedures into continuity planning

2. Identify special considerations for protecting the health and safety of employees and utilizing community mitigation measures while maintaining essential government functions and services during a pandemic outbreak 

3. Discuss continuity plans and procedures for telework during a pandemic and identify best practices and areas requiring improvement

4. Review the Essential Elements of a viable continuity capability and explore how they correspond to continuity influenza pandemic planning

5. Identify solutions or alternative actions to challenges, gaps or weaknesses for continuity presented during an influenza pandemic event
.
Applicability and Scope
This document is designed to be used by senior officials to understand the implications of pandemic events as well as the planners and operators responsible for addressing the wide range of issues during a pandemic event.  The guide recognizes that many jurisdictions across the country have already developed to some degree pandemic influenza plans and therefore does not establish any immediate requirements nor does it address the myriad of issues in patient care.  Rather, this guide focuses on the more strategic issue of continued operation in a pandemic environment.
Throughout the document, the phrases “State and local” or “jurisdiction(s)” are used for convenience.  This document is designed for use by any state, tribe, territory, or locality.
Supersession

This CPG is a new guide.  It does not supersede any existing guidance.

Authorities
The Robert T. Stafford Disaster Relief and Emergency Assistance Act (the Stafford Act), as amended, 42 U.S.C. 5121, et seq., - Through this Act, Congress recognizes emergency management as a joint responsibility of Federal, State, and Local governments.  For the Federal government, Congress defines a role that includes providing "necessary direction, coordination, and guidance" (Sec. 601, 42 U.S.C. 5195) for the nation's emergency management system, to include "technical assistance to the states in developing comprehensive plans and programs for preparation against disasters" (Sec. 201(b), 42 U.S.C. 5131(b)). 

The Post-Katrina Emergency Management Reform Act of 2006 – This Act established new leadership positions and position requirements within the Federal Emergency Management Agency (FEMA), brought new missions into FEMA, restored some that had previously been removed, and enhanced the agency’s authority by directing the FEMA Administrator to undertake a broad range of activities before and after disasters occur.  The Post-Katrina Act contains provisions that set out new law, amend the Homeland Security Act, and modify the Stafford Act.

Additionally, the regulations governing emergency management and assistance are promulgated in Chapter 1, Title 44 of the Code of Federal Regulations (CFR) and provide procedural, eligibility, and funding requirements for program operations. 
How to Use this Guide
This document is part of the broader CPG effort and is designed to help both novice and experienced planners navigate the operational issues surrounding a pandemic event.  Chapter 1 addresses the applicability, authority, purpose, and scope of this CPG.  Chapter 2 provides background information on pandemic, including a discussion on planning assumptions.  Chapter 3 reviews the fundamentals of COOP and how they may be impacted based on the planning assumptions. Finally, Chapter 4 takes each of the COOP elements and identifies pre-event / downtime actions organizations may take to prepare for a pandemic event. The following appendices are included within this guide:

· Appendix A: Authorities and References
· Appendix B: Planning Checklist
NIMS Compliance and Integration
In November 2005, the National Integration Center (NIC) published guides for integrating National Incident Management System (NIMS) concepts into EOPs.  This guide incorporates the concepts and suggestions found in those documents.  
Administrative Information
This document contains terms that are commonly used in preparedness planning. The definitions are taken from various Federal doctrine and subject matter expert material. These definitions will be the ones used throughout this and all other CPGs.

Revision Process
DHS will revise this CPG as needed and issue change pages through the publication and distribution system and on-line through a variety of sources (e.g. DisasterHelp [http:disasterhelp.gov] and DHS Lessons Learned Information Sharing [http://www.llis.dhs.gov])

FEMA welcomes recommendations on how to improve this CPG so it better serves the needs of the emergency management community. You can provide recommendations for improving this guide to:

DHS/FEMA

National Preparedness Directorate

ATTN: PAB – CPG Initiative – 704
Interim E-mail: Donald.lumpkins@dhs.gov
This page intentionally left blank.
2. planning considerations 
Pandemic Overview

A pandemic is a global disease outbreak. A flu pandemic occurs when a new influenza virus emerges for which people have little or no immunity and for which there is no vaccine. The disease spreads easily person-to-person, causes serious illness, and can sweep across the country and around the world in very short time. An influenza pandemic may be caused by either swine (pig) or avian (bird) flu viruses, or a combination of multiple strains.

	Pandemics Death
Toll Since 1900


	1918-1919

	U.S....
	675,000+

	Worldwide...
	50,000,000+

	1957-1958

	U.S....
	70,000+

	Worldwide...
	1-2,000,000

	1968-1969

	U.S....
	34,000+

	Worldwide...
	700,000+


A pandemic may come and go in waves, each of which can last for six to eight weeks.  An especially severe influenza pandemic could lead to high levels of illness, death, social disruption, and economic loss. Everyday life would be disrupted because a number of geographically dispersed people become seriously ill almost simultaneously. Impacts can range from school and business closings to the interruption of basic services such as public transportation and food delivery.

A substantial percentage of the world's population will require some form of medical care. Health care facilities can be overwhelmed, creating a shortage of hospital staff, beds, ventilators and other supplies. Surge capacity at non-traditional sites such as schools may need to be created to cope with demand.  

The demand for vaccine, if one exists, is likely to outstrip supply.  The supply of antiviral drugs is also likely to be inadequate early in a pandemic. Difficult decisions will need to be made regarding who receives antiviral drugs and vaccines.

Death rates are determined by four factors: the number of people who become infected, the virulence of the virus, the underlying characteristics and vulnerability of affected populations and the availability and effectiveness of preventive measures.
To see what factors are important in assessing the severity of a pandemic, go to http://www.who.int/csr/disease/swineflu/assess/disease_swineflu_assess_20090511/en/index.html.

The Role of Government
The distributed nature of a pandemic, as well as the sheer burden of disease across the Nation over a period of months or longer, means that the Federal Government’s support is likely to be limited versus what is expected during more constrained events.  Assistance between jurisdictions, such as that obtained through assistance compacts or mutual aid, may also be limited or nonexistent due to both the size the event and concerns over a further spread of the pandemic.  
Local communities will have to address the medical and non-medical effects of the pandemic with available resources. This means that it is essential for jurisdictions to have plans in place to support the full spectrum of their needs over the course of weeks or months.  
All government organizations should be responsible for developing pandemic plans that:
1. provide for the health and safety of their employees; 
2. ensure that the organization will be able to maintain its essential functions and services in the face of significant and sustained absenteeism; 
3. provide clear direction on the manner in which the organization will execute its responsibilities in support of the nation’s response to a pandemic as described in the National Strategy for Pandemic Influenza Implementation Plan; and
4. communicate pandemic preparedness and response guidance to all stakeholders of the organization.
Planning Assumptions: Overview
In order to effectively plan for an event of such a magnitude, a series of planning assumptions must be made to aid in preparations.  Planning assumptions identify what the planning team considers to be facts for planning purposes in order to make it possible to execute the Pandemic Events Plan. Agencies and departments that are signatories to an EOP will need to preserve the capacity to respond by reviewing programs, activities and services before the onset of a community outbreak and providing administrative relief from activities that are not critical to public safety or health or are unduly risky under the conditions of an outbreak. Put another way, during a pandemic a jurisdiction may also need to support a hurricane / tornado / wildfire / flooding response. During response operations, the assumptions indicate areas where adjustments to the plan have to be made as the facts of the incident become known.  The key planning assumptions are identified below for convenience; a detailed discussion of each assumption is contained in the analysis section.

Planning Assumptions

1. Susceptibility to pandemic disease will be universal, and only palliative care may be available.
2. The clinical disease attack rate is likely to be 30-45 percent in the overall population during the pandemic.

3. Some asymptomatic infected persons will be able to transmit the virus.

4. Around half or more of all ill persons may seek medical care.

5. Risk groups cannot be accurately predicted.

6. Absenteeism will fluctuate between 30-40% during the peaks of the pandemic waves.

7. Multiple waves are expected, lasting two to three months each.

8. Agencies may be in a COOP mode for an extended period, placing a strain on personnel and support infrastructure.

9. Federal resources will be strained, and, in a full outbreak involving large numbers of victims in every state, resources will be severely taxed or unavailable.

10. Critical Infrastructure/Key Resources (CI/KR) facilities, public safety organizations, and others may be severely impacted with curtailed services.

11. Additional emergencies and disasters will occur during a PI event.

12. Protocols and procedures for routine activities (e.g., EOC operations) may need to be modified to provide for social distancing or quarantine where needed.

13. Reported affected population numbers do not indicate those who have recovered, are no longer contagious and can return to normal working conditions.  The reported numbers capture anyone who has tested positive.
14. Economic impacts will be widespread and variable.

Planning Assumptions: Analysis
Based on information from the guidance documents identified in Chapter 1, Pandemicflu.gov, and discussions with State and local stakeholders, a series of planning assumptions were identified to be used as a starting point for planning.  Many of these assumptions are listed in the National Strategy for Pandemic Influenza Implementation Plan on page 25.  The remaining assumptions were identified through various workgroups during the H1N1 outbreak in Spring, 2009.  They are provided as a set of baseline assumptions for pandemic event  planning.
1. Susceptibility to pandemic disease will be universal, and only palliative care may be available.
Responders and the general public will be equally susceptible to infection.  Operational impacts may include a significantly reduced workforce either from illness or workers caring for sick family members.  We anticipate the closure or restricted services from schools and childcare centers which will further exacerbate worker absenteeism.  Organizations will need to review the impact on procedures and determine the need for scaling back services.  Additionally, if there are certain essential functions requiring specific training, organizations will need to review their orders of succession to and be prepared to fill those specialized positions to ensure continuity of operations.
It is also important to note that if preventive medicines or vaccines are limited, they may be preferentially available to first responders in the healthcare sector.  Organizations outside of first response may have limited access to these remedies.

Additionally, it is possible that no vaccine is immediately available due to production delays, mutations in the virus, or both.  Further, planners must consider the possibility that the virus is not susceptible to post-exposure treatment (ex. Tamiflu®).  These possibilities will increase the overall impact of the event.
2. The clinical disease attack rate is likely to be 30-45 percent in the overall population during the pandemic.
In the case of influenza, pandemics are associated with many more cases and a higher fatality rate than seen with seasonal outbreaks.  An ordinary season will commonly encounter an attack rate of 5%-15% whereas during a pandemic the attack rate will be in the 25-50% rate.
  This means that illness will affect significantly more individuals and will have far reaching impacts.

There will be a reduced workforce and organizations will likely scale back on services rendered focusing on essential functions and services.  It is important to prioritize which services will be offered and review staffing needs to provide them. 

Cascading consequences may result in social and economic disruptions that although, temporary, may be amplified by closely interrelated and interdependent systems of trade and commerce. High rates of absenteeism may affect essential services such as power, transportation and communications.
  There may also be a reduction in the level of services offered by EMS, hospitals, community medical providers.

3. Some asymptomatic infected persons will be able to transmit the virus.
Individuals may be shedding virus or infection and therefore be contagious without exhibiting symptoms.  It is important for organizations to review or develop policies and procedures aimed at reducing the transmission of the infection and implement those procedures even for persons who appear well.  Such measures include but are not limited to:

· Frequent hand washing

· Cough etiquette

· Social distancing

· Voluntary isolation if an individual is known to have been exposed

· Additional information about preparing the workplace for an influenza pandemic can be found here: http://www.osha.gov/Publications/influenza_pandemic.html#lower_exposure_risk
Organizations should also review policies and procedures related to human capital management including but no limited to:

· Monitoring employees for illness

· Tracking worker illness

· Review and revising leave policies

· Teleworking options

· Guidance for pregnant and other special needs employees

· Guidance for using public transportation

· Additional information about preparing the workplace for an influenza pandemic can be found here: http://www.pandemicflu.gov/plan/workplaceplanning/businesschecklist.html
4. Around half or more of all ill persons may seek medical care.
Systems for sharing surveillance and monitoring information and developing a common operating picture will be of particular importance as more people become ill and begin to stress the healthcare systems.  Sharing information and developing common messaging themes should include input from all partners.  Organizations can provide information to employees and family members on topics such as caring for an ill family member and home self-remedies. Additional information is available from the U.S. Department of Health and Human Services: Pandemic Influenza Planning, A Guide for Individuals and Families http://www.pandemicflu.gov/plan/pdf/guide.pdf
This will also necessitate clear and consistent public messaging and systems for tracking and reporting locations within the community where individuals can receive treatment.

The stress of increasing numbers of patients in all community settings will necessitate the coordination of tracking availability of services (e.g. operational status of out-patient clinics, determining the need for alternate care facilities, monitor and prepare for hospital and morgue surge etc.)

5. Risk groups cannot be accurately predicted.
Risk groups may not be readily identifiable which means that information on targeting the use of limited vaccine or other preventive treatments may not be available immediately.  Until preventive treatment and/or vaccine is available, operational considerations will include strategies to contain the disease (e.g. voluntary isolation, social distancing, hand washing and cough etiquette, etc.).

Once information about risk groups becomes available, this information should be shared among local, state and federal agencies and organizations so consistent messaging is provided to the public about risk, treatment and prevention options and plans for distribution of SNS and other assets can be updated.

6. Absenteeism will fluctuate between 30-40% during the peaks of the pandemic waves.

A general estimate of absenteeism is 30 - 40% during the peak of an influenza wave, with significantly reduced staffing levels for two to three weeks leading up to and after the peak. It is important to keep in mind that we need critical infrastructure and the economy to continue to function. While 30-40% may be out during the two-week peak of an unmitigated pandemic, 60%-70% of workers are expected to go to work during that same time. According to the Department of Labor, there are approximately 22 million households with all adults working and children under the age of 18.  If one adult from each of those households needs to be home to care for children, 16% of the workforce is affected.

Organizations should consider all the services upon which their offices rely, and attempt to predict how absenteeism would affect each one.  Admin supplies/equipment, cleaning/janitorial, and food service needs in organization facilities will be reduced.  However, other services, such as phone and IT, will be stressed to their maximum levels.  

Organizations should also survey their employees to characterize their modes of commute.  That will help ascertain the relative effects of public transportation outages and/or road closures on absenteeism rates.

Planning for impact on essential staff is important during a pandemic event.

7. Multiple waves are expected, lasting two to three months each.
The “waves” of illness that are anticipated will result in a unique, sustained operational period and activation of COOP/COG plans.  “Down” times between waves of new infections may allow for revisions to plans and operations.  Operational considerations may include the need to:
· Review and revise of personnel, pay and leave policies

· Review and create information campaigns both public and internally reiterating and enforcing previous messaging (e.g. containment strategies, family disaster planning, caring for sick family members, etc.)

· Coordinate with public health and surveillance teams to drive the timing and content of messaging

· Plan for critical incident stress debriefing or other mental health support, particularly for operations and response personnel

· Evaluate the impact on Mass Casualty and Mass Fatality operations and revise or adjust those plans accordingly
· Review and implement family reunification plans

· Review and revise the implemention of COOP/COG plans
· Replenish supplies including the SNS assets

8. Agencies may be in a COOP mode for an extended period, placing a strain on personnel and support infrastructure.
Many activities performed by organizations rely on daily, direct interaction between personnel.  This includes not only the operators, but also planners, administrative personnel, and support teams.  Organizations should consider all the activities it performs, and the services upon which those activities rely, and examine how extended periods of contact by phone / fax / e-mail only may hamper progress.  This may include not only operational impacts, but also psychological impact on employee morale and functioning.  Additionally, while administrative supplies/equipment, cleaning/janitorial, and food service needs in organization facilities will be reduced, other services, such as phone and IT, will be stressed to their maximum levels.  

9. Federal resources will be strained, and, in a full outbreak involving large numbers of victims in every state, resources will be severely taxed or unavailable.
During other disasters, Federal partners are capable of bringing extensive resources to State and local jurisdictions. Pandemics pose a unique challenge because federal responders and operational personnel will face similar challenges as local and state jurisdictions.  Going back to the adage “all disasters are local” reminds us for the need to establish viable COOP/COG plans, establish a local, State, and Federal common operating picture and to fully understand the scope of the problem.  Local, State and national surveillance and reporting will be crucial in establishing the common operating picture and will assist in the prioritization of need. 

Supplies of vaccines and antiviral drugs – the two most important medical interventions for reducing illness and deaths during a pandemic – will be inadequate in all countries at the start of a pandemic and for many months thereafter. Inadequate supplies of vaccines are of particular concern, as vaccines are considered the first line of defense for protecting populations. 

10. Critical Infrastructure/Key Resources (CI/KR) facilities, public safety organizations, and others may be severely impacted with curtailed services.
Sustaining and Supporting Critical Infrastructure and Key Resource Sectors may be one of the most challenging activities during a pandemic. It is important to encourage employers, especially those that are part of the CI/KR, to take every precaution in preventing the spread of disease and continuing operations. In any area possible jurisdictions should encourage facilities and organizations to allow employees to telework and only have healthy essential personnel report for duty in order to keep as many of them healthy as possible. 
If possible, jurisdictions should conduct outreach to assess the needs of the CI/KR facilities and public safety organizations during a pandemic to ensure continuity of operations by realigning personnel or assets if need be. If the state or jurisdiction currently has a pandemic plan this should be shared with the facilities and organizations in order for them to coordinate their actions. 

Depending on the severity of the pandemic in the jurisdiction, it is likely that these operations will be continuing with limited staffing at best and the jurisdiction needs to keep the public informed about if and how this will cause changes in the daily operations of vital services.  Jurisdictions should also release information to help the private sector manage worker health and psychological issues useful information can be found at the following links.

Guidance on Preparing Workplaces for an Influenza Pandemic.

http://www.osha.gov/Publications/influenza_pandemic.html
Business Pandemic Influenza Planning Checklist  www.pandemicflu.gov/plan/business/businesschecklist.html
Local governments will also need to work with voluntary organizations such as the Red Cross, faith- and community-based organizations, as they are crucial partners for State and local governments when dealing with a pandemic. Most jurisdictional Emergency Managers will have already developed working relationships with these entities and be able to reach out for assistance immediately, however, below are a few useful links.

National Voluntary Organizations Active in a Disaster: www.nvoad.org
Red Cross: www.redcross.org/en/where
Salvation Army: www.salvationarmyusa.org/usn/www_usn_2.nsf/vw-dynamic-rrays/6000A27684DD96BA802573DF00651227?openDocument
North American Mission Board: www.namb.net/site/c.9qKILUOzEpH/b.224451/k.A400/Disaster_Relief.htm
11. Additional emergencies and disasters will occur during a PI event.
First responders will be the first line of defense in the event of a pandemic and will be needed to deal with the chaos that may ensue. In addition, hospital personnel will be faced with treating hundreds or thousands of sick or dying and will need to be healthy to do so. In order to protect themselves and allow them to continue their public service, these individuals should be receiving available vaccines as soon as possible.

Furthermore, natural disasters, fires and crime will not be hindered by a pandemic, and vital services and response efforts will be needed to face such issues. If there are no available vaccinations in the jurisdiction or the surrounding areas than personnel should take every precautionary method (as mentioned in this document and reference materials) possible to remain healthy and available to respond to such incidents. Emergency managers should also review any memoranda of understanding (MOU)s or mutual aid agreements (MAA)s they currently have and reach out to these other jurisdictions now to discuss how they can be of assistance to each other and plan regionally.

12. Protocols and procedures for routine activities (e.g., EOC operations) may need to be modified to provide for social distancing or quarantine where needed.
Other assumptions have discussed the importance of first responders and public safety continuity of operations; EOC essential personnel fall into this category and should follow those guidelines as well. 

A jurisdiction’s EOC will play a major role in managing a pandemic event.  At the first sign of the pandemic affecting the jurisdiction essential EOC functional responsibilities should be identified and that personnel (if healthy) should be separated from other employees and social distancing procedures should begin.   

Social distancing restrictions will help curb the spread of the pandemic and can be accomplished in several ways:  

· Cancel any and all events or exercises

· Close buildings or  restrict access to certain sites or buildings
· Cancel any meetings that can be held via telephone even if personnel is all collocated

· Personnel should not use public or mass transit of any type

· All non-essential personnel should be allowed to and encouraged to work from home.

All of these options will need to be considered and planned for during a potential pandemic event.

13. Reported affected population numbers do not indicate those who have recovered, are no longer contagious and can return to normal working conditions.  The reported numbers capture anyone who has tested positive.
There is an implicit caution to organizations embedded in this assumption. That is, numbers of reported cases do not accurately affect the number of sick individuals nor does it predict the spread of infection because infected individuals can be:  1) asymptomatic but infectious 2) don’t seek treatment and are therefore not tested and 3) treated but not tested.   Vigilance must be maintained at all levels to prevent the spread of infection even though overall numbers of new cases may appear to be waning. Public announcements should try to contain the most accurate numbers they can and explain that the numbers do not show a decrease in the number of infected individuals.
14. Economic impacts will be widespread and variable

All communities have different economic systems, relying on some combination of public service, agriculture, tourism, high traffic airports, and military bases to name a few sectors. Whatever the case may be there is a distinct economic system in every jurisdiction in the country; while no two will have the exact economic impacts, all sectors will be affected. Many economists in the country that the impact a pandemic could have may take years to from which to recover. 

It is not only the local economic impacts that the community feels, but internationally the economy is being affected. “European nations recently alerted their citizens against traveling to North America.  Those decisions made overseas can have grave implications for our domestic economy – including wide scale impacts to our travel, trade, tourism, health system, food supply, consumption and eventually, foreign investments in our companies and financial markets.”
 
Further information on economic impacts and recovery can be found at: http://www.pandemicflu.gov/impacts/index.html
Other Jurisdictions
As you read this, keep in mind that other jurisdictions are conducting the same planning.  There are a number of ways that actions in other jurisdictions’ pandemic plans can complicate elements of your organization’s continuity plan.  Dual allocation of resources (e.g., two adjacent communities contracting for use of the same facility or service) or actions impacting continuity sites are a main concern.  Sites designated as potential disaster shelters that are used as medical surge care facilities would not be available for sheltering.  Finally, healthcare workers come from throughout the community including other jurisdictions.  These workers are likely to be severely hit by a pandemic (either exposure to the disease or by work demand) and special efforts may be required to protect the viability of community healthcare facilities.  Review other plans for any actions that may potentially interfere with your organization’s ability to support its infrastructure, or may potentially interfere with the ability of your organization’s employees to perform their jobs (either from home or as commuters).  Examples may include:

· Transportation restrictions/shutdowns

· Quarantines

· Infrastructure restrictions

· Health care distribution restrictions
Remember that places where citizen routinely gather or interact, such as schools and daycare centers may/will be closed
.  This page intentionally left blank.
3. continuity planning
Continuity of Operations (COOP) Overview
During a pandemic, government organizations are expected to ensure that their organization will be able to maintain its essential functions and services.  “Pre-crisis” leadership may not remain intact, and your preparations should ensure that every designee in your order of succession is fully capable of exercising leadership responsibilities and conducting inter-sector coordination.  For the State and local governments, Continuity Guidance Circular 1 (CGC 1) identifies 10 elements of a viable continuity capability. 

· Essential functions – An agency’s critical functions that must be continued throughout or resumed rapidly after a disruption of normal activities. 

· Delegations of authority – Specify who is authorized to make decisions or act on behalf of the department/agency head and other key officials for specific purposes during emergencies.

· Orders of succession – Provisions for the assumption of senior agency leadership positions during an emergency when the incumbents are unable or unavailable to execute their legal duties.

· Continuity facilities – Locations, other than the normal facility, used to carry out essential functions in a Continuity situation.

· Continuity communications – Communications that provide the capability to perform essential functions, in conjunction with other agencies and organizations, until normal operations can be resumed.

· Vital records management – Electronic and hardcopy documents, references, and records needed to support essential functions during a Continuity situation. 

· Human capital – Guidance and direction for human capital management (pay, leave, benefits, etc.) and ensuring that the correct employees are activated and available during an emergency.

· Test, training, and exercise – Measures to ensure that an agency’s Continuity program is capable of supporting the continued execution of its essential functions throughout the duration of the Continuity situation.

· Devolution of control and direction – The capability to transfer statutory authority and responsibility for essential functions from an agency’s primary operating staff and facilities to other employees and facilities and to sustain that operational capability for an extended period.

· Reconstitution – The process by which agency personnel resume normal agency operations from the original or replacement primary operating facility.

In addition to CGC 1, there are four important supporting elements of a viable Continuity Capability.
  These are important items in bringing a continuity plan and program together.

· Plans and procedures – Agencies must establish plans and procedures to document and ensure capabilities in order to maintain and implement an effective continuity program.  The standing planning capacity within emergency management – the planning team that is traditionally assembled for developing an emergency operations plan – may need to be expanded to a broader array of stakeholders given the issues that arise during a pandemic.
· Budget and resources – In order to support an effective continuity program, it is necessary to align and allocate budgetary resources needed to acquire and implement requirements.

· Implementation – Organizations must be ready and able to implement their continuity plans and procedures, as well as leadership decisions, during an event.

· Risk Management – Organizations should use risk management in order to identify and prioritize how to address possible deficiencies in their Continuity plans and programs.  This should include identifying services and lifelines which, if disrupted, would impact your jurisdiction’s ability to function and perform essential functions (e.g., fuel supplies, IT infrastructure support).
In light of the planning assumptions discussed in Chapter 2, you can begin to see how COOP during a pandemic event will differ from traditional COOP.  Consider the following impacts on COOP implementation:

· COOP operations may last longer than previously planned;

· COOP operations may require the operation of more locations than under traditional scenarios which may have assumed the loss of the main facility;

· COOP operations may lead to an increased reliance on telework, placing an extended burden on infrastructure resources and requiring a change in key management / administrative procedures; and,

· COOP operations may be driven by prevention / containment strategies (such as social distancing) and thus increase the burden of the three impacts listed above.
The pandemic influenza meta-checklist is used for planning considerations. This checklist was developed to assist Federal departments / agencies in cross walking the continuity elements to a pandemic scenario.  Your State or local government may also benefit from consulting this tool -- "Key Elements of Departmental Pandemic Influenza Operational Plans"
 – which is contained within Appendix B.  
A specific discussion of each pre-event planning for each of the 10 continuity elements is provided in Chapter 4.
This page intentionally left blank.
4. Pre-Event Planning
Overview

Most jurisdictions have developed adequate emergency plans and resources for major disasters and typical emergency situations. Even in the case of a pandemic event, many jurisdictions have public health plans for dealing with the medical aspects of an outbreak.  Understanding the issues identified in chapters 2 and 3 and how to address them pre-event will be key to minimizing the impact of the outbreak on our continued operations.

Essential Functions
Prior to a pandemic event occurring it is important to refer to your COOP plan and examine the identified essential functions.  Consider the importance of each function, and what criteria were used to prioritize those functions.  Given the planning assumptions associated with a pandemic event, jurisdictions should consider revisions to COOP plans and supporting documents to address the following issues (if not already addressed): 
· Review of partnerships and interdependencies with other jurisdictions / departments / agencies
· Telework preparedness and systems
· Plan to cope with potential loss of public transportation

· Ability to forward office phone calls to homes or other locations

· Employee accountability

· Review emergency personnel management authorities

· Checking alert rosters

· Checking currency of plan

· Alternate facility readiness and capacity under pandemic conditions
· Prioritization of personnel for vaccination / treatment
· Implementation of work site personnel protective measures

· Implementation of Human Capital emergency activities

· Review ability to implement community mitigation guidance, including policies allowing employees to stay home to care for children dismissed from school, or for ill family members
Delegations of Authority and Orders of Succession

Influenza can sicken highly susceptible individuals within hours, making pre-established procedures for succession and delegation important.  All organization continuity pandemic preparedness documents should include updated lists.  Succession and delegation lists should be at least three individuals deep, and all potential delegates should receive a briefing that explains all criteria, process, requirements, and limits involved in a succession or delegation action.

The more department, office, division, or branch leadership positions that have established succession and delegation lists, the better capable the organization of coping with the sudden loss of a key member.
Continuity Facilities

The decision to relocate critical employees to a Continuity site would involve consideration of relative benefits and risks And consultation with your jurisdiction’s public health professionals.  Basic public health principles, such as keeping the sick home, providing continuous information to your workforce, and the employment of sound community mitigation practices to keep your key staff at work may extend the amount of time you have to consider the decision to relocate to a continuity site.
It is not possible to hide from the virus, so  wholesale use of continuity facilities is not advisable; the emphasis should be on community mitigation measures, such as social distancing, shift work, and telework. Social distancing works by increasing distance between people.  The use of a continuity facility might be useful if half of the people usually assigned to a particular workspace were re-assigned to a different workspace.  Wholesale relocation to a continuity facility is not a solution that is likely to prove decisive during a pandemic. 

The major criteria that should be considered, at a minimum, include:

· The advantages or disadvantages of relocation on the organization’s ability to conduct its mission essential functions in light of concerns with social distancing

· The risk of collocating a majority of the organization’s critical employees in one facility

· The willingness/ability of critical employees to leave their homes and relocate for an extended period of time to the Continuity site

· The effects of service disruptions on the organization’s ability to sustain operations at the Continuity site

· Pandemic activity at or near the alternate facility should be considered when determining whether to use the alternate facility during a pandemic

Continuity Communications

While telework is often considered a key component of COOP planning, the extent to which telework will play a role during a pandemic event is not fully appreciated.  A severe pandemic would cause an organization’s work force to disperse.  Many employees would attempt to work from home.  However, some employees may be reluctant to provide their personal home phone numbers, even to an official emergency roster.  Others may be taken away from their homes for a period of time to care for sick family members.  Finally, the underlying infrastructure (networks, available laptops, etc.) may not support the magnitude of the need during a pandemic event.  
When considering telework during a pandemic COOP event, organizations should review whether they have accomplished the following actions pre-event: 
· Integrated telework into their overall Continuity training, testing & exercise program;
· Conducted exercises to determine telework’s ability to support Continuity;
· Performed live tests to determine system stress points during periods of peak usage; and, 
· Conducted any large-scale telework exercises, involving large numbers of teleworkers from throughout the organization.
For these reasons, the telework policy must be thought through well in advance and put in place early. The policy must take into account pandemic conditions including significant demands on networks and IT staffs.  The telework plan should cover normal telework procedures as well as the role of teleworkers to support the organization during Continuity operations and under conditions like those illustrated in the planning assumptions.  Keeping this spectrum in mind, the relative difference between the three aspects of telework are: 

Normal Telework
· Regularly scheduled

· No communications challenges or organizational disruption
Traditional Continuity Telework
· Under 30 days, in support of a designated Continuity Team

· Communications and staff functions follow an established plan
Pandemic Continuity Telework
· Long term, no set duration, staff leadership may be dispersed

· Potential for severe organizational and communications disruptions
The technical capabilities assigned to various employees may vary widely (i.e., business laptops, high speed Internet at home, home phone capabilities) and must be taken into account when determining what telework assignments they are equipped to adequately perform.  Also, some teleworkers may have higher or lower system login privileges, that would affect their ability to telework.  Organizations should consider designated Continuity personnel for telework priority. 

Vital Records Management

The identification, protection, and availability of vital records, databases, and hardcopy documents needed to support Mission Essential Functions (MEFs) under the full spectrum of all-hazards emergencies, including an influenza pandemic event, are critical elements of a successful continuity plan and program. “Vital records” refers to information systems and applications, electronic and hardcopy documents, references, and records needed to support MEFs during a continuity event.

The stress may not be on the external network or Internet, but on enterprise networks, infrastructure, and Intranet.  Enterprise network configurations vary widely across organizations in terms capacity for handling telecommuters.  Organizations must conduct a vital records and database risk assessment to: 

1. Identify the risks involved if vital records are retained in their current locations and media, and the difficulty of reconstituting those records if they are compromised or not accessible.

2. Identify offsite storage locations and requirements. 

3. Determine if alternative storage media is available. 

4. Determine requirements to duplicate records and provide alternate storage locations to provide readily available vital records under all conditions.
Human Capital

Organizations should consider how it has planned to communicate with its employees during a pandemic event.  Both vertical and horizontal integration must be considered.

The more employees know about the status of the organization’s key staff and systems and leader’s priorities, the better equipped they will be to cooperatively and collaboratively work from home.  Additionally, the more the various offices, divisions, or departments within the organization know about each others’ respective status, the better their ability to cooperate to serve the organization’s operating priorities.

Mass-email lists can convey extensive information.  However, if employees do not have home email access, they should make their managers aware of that fact and make arrangements to receive important updates by telephone or other means.  An agency or department may consider instituting periodic health and welfare calls to determine the status of employees and impact of the community outbreak on the workforce.
Examples of information that would help ease employees’ fears include, but are not limited to:

· Human resources information about sickness, leave, and closure policies
· Information on medical and non-medical interventions (e.g., vaccination schedules and procedures)
· Guidance and tips for infection control, cough etiquette, and hand washing  practices that will reduce the spread of the disease 

· Predictions for the duration of work closings, transportation disruptions, school closings, etc.

· Information on personal protective equipment (PPE)

Planning for impact on essential staff is important during a pandemic event.

Effective testing, training & exercise program (see below) is necessary to assist agencies to prepare and validate their organization’s continuity capabilities and program and the ability to perform mission essential functions during any emergency.  This requires the identification, training, and preparedness of personnel capable of performing their continuity responsibilities and implementing procedures to support the continuation of agency essential functions. 

Testing, training & exercises (TT&E)
An effective TT&E program is necessary to assist agencies to prepare and validate their organization’s continuity capabilities and program and the ability to perform mission essential functions during any emergency.  This requires the identification, training, and preparedness of personnel capable of performing their continuity responsibilities and implementing procedures to support the continuation of agency essential functions. 

A TT&E program provides a review of organizational continuity communications programs to ensure they are fully capable of supporting pandemic and other related emergencies and give full consideration to supporting social distancing operations including telework and other virtual offices.  Training provides the skills and familiarizes leadership and staff with the procedures and tasks they must perform in executing continuity plans.  Tests and exercises serve to assess and validate all the components of continuity plans, policies, procedures, systems, and facilities used to respond to and recover from an emergency situation and identify issues for subsequent improvement. 

These do not need to be elaborate.  Impromptu exercises and call-down drills, brown bag lunches, and other approaches can be used to address even short-turnaround preparedness needs.  All agencies must plan, conduct, and document periodic TT&Es to prepare for all-hazards (including influenza pandemics) continuity emergencies and disasters, identify deficiencies, and demonstrate the viability of their continuity plans and programs.  Deficiencies, actions to correct them, and a timeline for remedy must be documented in an organization’s corrective action plan. 
Devolution of Control and Direction

Devolution is the transfer of operational control over an organization’s critical functions from the headquarters to a regional or field office located in a different geographic area.  It involves creating two levels of redundancy:

· Redundancy in personnel skills and training, so that workers in the regional or field office are familiar with the overall roles and responsibilities of workers at headquarters.  In addition, regional and field offices whose workers practice similar business methods as are employed at headquarters will face far fewer technical and administrative obstacles should there be a need for those offices to assume a leadership role.
· Redundancy in systems, so that workers in the regional office are able to access the same networks, databases, and information systems as workers in the headquarters

In practice, constructing a complete, comprehensive devolution plan is an extremely difficult endeavor.  However, the principles of devolution planning are valuable to consider when planning for any emergency, such as a pandemic, that would threaten the health and safety of headquarters employees.  Devolution is a requirement for continuity planning.

Planning for impact on essential staff, including those for devolution sites, is important during a pandemic event.

Reconstitution

At some undetermined time, there will be either an extended period between peaks or the the pandemic will have receded.  When it becomes time to reconstitute normal functions, a number of actions will need to be undertaken.  These actions include:

· Informing all personnel that the actual emergency, or the threat of an emergency, no longer exists, and instructing personnel on how to resume normal operations. 
· Supervising either an orderly return to the normal operating facility or a move to another temporary facility or to a new permanent operating facility. 

· Verifying that all systems, communications, and other required capabilities are available and operational and that the agency is fully capable of accomplishing all essential functions and operations. 

· Organizations are required to notify their agency HQ upon continuity reconstitution. 

· Conducting an after-action review of the effectiveness of the continuity plans and procedures, identifying areas for improvement, documenting these in the agency’s corrective action program (CAP), and then developing a remedial action plan as soon as possible after the reconstitution. 

· Identifying which (if any) records were affected by the incident, and working with the records office (or similar function in the agency) to ensure an effective transition or recovery of vital records and databases and other records that had not been designated as vital records.  This may include the return of records that were dispersed during the event.

During times of crisis, organization-wide phone directories may not be able to accurately track where a given employee is (work, home, Continuity site, etc.) or how long he or she will be at any given location.  It should be the responsibility of each employee to disseminate current and accurate contact information to all other close colleagues or counterparts.
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Appendix A: Authorities and References
Federal Authorities

The Robert T. Stafford Disaster Relief and Emergency Assistance Act (the Stafford Act), as amended, 42 U.S.C. 5121, et seq., recognizes emergency management as a joint responsibility of Federal, State, and Local governments.  
Congress defines the Federal government’s role to include providing "necessary direction, coordination, and guidance" (Sec. 601, 42 U.S.C. 5195) for the nation's emergency management system.  Congress further defines the Federal role as including "technical assistance to the states in developing comprehensive plans and programs for preparation against disasters" (Sec. 201(b), 42 U.S.C. 5131(b)). 

The Post-Katrina Emergency Management Reform Act of 2006 created new leadership positions and position requirements within FEMA, brought new missions into FEMA, restored certain missions that had previously been removed, and directed the FEMA Administrator to undertake a broad range of activities before and after disasters occur.  The Post-Katrina Act contains provisions that set out new law, amend the Homeland Security Act, and modify the Stafford Act.

Regulations governing emergency management and assistance are promulgated in Chapter 1, Title 44 of the Code of Federal Regulations (CFR), providing procedural, eligibility, and funding requirements for program operations.

Planning Resources
Federal Guidance to Assist States 
Guidance is designed to assist States in improving State-level pandemic influenza operating plans. This document provides a strategic framework to help the 50 States, the District of Columbia (DC), and the five U.S. Territories improve and maintain their operating plans for responding to and sustaining functionality during an influenza pandemic.  The Planning Guidance is available online at http://www.pandemicflu.gov/news/guidance031108.pdf.

The Next Flu Pandemic: What to Expect
CDC guidelines on actions, designed primarily to reduce contact between people, that community government and health officials can take to try to limit the spread of infection should a pandemic flu develop.  The guidance is available online at http://www.pandemicflu.gov/plan/community/nextflupandemic.html.
CPG 101: Developing and Maintaining State, Territorial, Tribal and Local Government Emergency Plans  

CPG 101 provides emergency managers and other emergency services personnel with FEMA’s best judgment and recommendations on how to address the entire planning process, from forming a planning team, through writing and maintaining the plan, to executing the plan.  It also encourages emergency managers to follow a process that addresses all of the hazards that threaten their jurisdiction in a suite of required plans connected to a single, integrated Emergency Operations Plan (EOP).  CPG 101 can be found online at http://www.fema.gov/about/divisions/cpg.shtm.  

CGC 1: Continuity Guidance for Non-Federal Entities

The purpose of this guidance document is to provide direction for the development of continuity plans and programs for non-federal entities. Effective continuity planning and programs facilitate the performance of essential functions during all-hazards emergencies or other situations that may disrupt normal operations. The primary goal of continuity is the continuation of essential functions.  CGC 1 can be found online at http://www.fema.gov/pdf/about/org/ncp/coop/continuity_guidance_circular.pdf.

Training Resources

This guide should be used by persons with experience in emergency management and emergency planning. At a minimum, it is recommended that users should have completed the following courses:
· FEMA Independent Study Course 100.a: Introduction to Incident Command System

· FEMA Independent Study Course 120.a: An Introduction to Exercises

· FEMA Independent Study Course 200.a: ICS for Single Resources and Initial Action Incidents

· FEMA Independent Study Course 235: Emergency Planning

· FEMA Independent Study Course 546: Continuity of Operations (COOP) Awareness Course

· FEMA Independent Study Course 547: Introduction to Continuity of Operations (COOP)

· FEMA Independent Study Course 700.a: National Incident Management System (NIMS): An Introduction

· FEMA Independent Study Course 800.B: National Response Framework, An Introduction

· EMI Course G-300: Incident Command System, Intermediate

· EMI Course G-400: Incident Command System, Advanced

Training is also available though other venues and planners may consider taking advantage of those opportunities.  Examples of other types of training are:
· Center for Domestic Preparedness
 

· Pandemic Influenza Planning and Preparedness

· Advanced Public Information Officer Health and Hospital Emergencies

· Onsite COOP/COG planning workshops area available to state and local jurisdictions through FEMA’s National Preparedness Directorate (NPD),.

· Planning courses from other providers such as the Emergency Management Institute, local academies and universities, local continuing education providers, etc.
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Appendix B: Key Elements of Pandemic Influenza Operational Plans
The meta-checklist identifies actions government organizations should implement prior to the onset of the stages of the Government’s response to a pandemic.  Leaders at all levels of government are in the best position to train personnel and to execute these planning procedures prior to a pandemic outbreak.  Suggested actions to be completed during this preparatory period are included.
Use the checklist to determine which components may be lacking in current planning efforts and those that are already included in the plan. Organizations should address all applicable elements of pandemic planning set forth in the updated checklist below, which is structured around the previously identified COOP elements.  Organizations should implement the applicable planning elements and synchronize pandemic planning with the Stages of the Federal Government Response
 as well as CDC’s Intervals, Triggers, and Actions framework.  Organizations should plan using the assumptions outlined in Chapter 2 of this guide as well as prolonged implementation of community mitigation measures
 that could impact workforce absenteeism such as school closure for up to 12 weeks.  This checklist has been modified to focus on State and local offices and agencies; as such, some of the nomenclature may have changed from the checklist posted at pandemicinfluenza.gov. 
A. Plans and Procedures

A.1
Has the agency designated a member of its leadership to coordinate its pandemic planning? Has the agency communicated this appointment to its components?

A.2
Has the agency identified a structure to support the person charged with executing the agency’s pandemic plan?  The pandemic planning team should include representatives of relevant internal stakeholders (e.g., Senior Management, Emergency Management/Continuity of Operations, Human Capital, Telework Coordinators, Public Affairs/Communications, Information Technology, Component Agencies, etc.).

A.3
Does the agency's plan include measures that are designed to minimize the health, social and economic impacts of a pandemic by:

A.3a
•
Protecting employees’ health and safety at work during a pandemic?
 
A.3b
•
Communicating guidance to stakeholders prior to and during a pandemic?

A.3c
•
Complying with the National Response Plan (NRP) and National Incident Management System? (NIMS)?

A.4
As part of its pandemic influenza planning and preparations, is the agency:

A.4a
•
Accounting for the needs of employees and stakeholders, including individuals with special needs and those with disabilities?

A.4b
•
Involving a cross section of individuals, including individuals with special needs and those with disabilities, in aspects of emergency preparedness?

A.4c
•
Making plans and subsequent communications accessible to and usable by all employees and stakeholders, including those with special needs and those with disabilities?

A5
Has the agency, working through the senior executive official, the emergency operations center, other agencies, and the community, aligned its plan and implementation of the plan (e.g., altering operations, flexible work schedules, sick leave, social distancing, telework, shutting down operations in affected areas, etc.) with:

•
The Federal Government Response Stages?
 

•
The Community Strategy for Pandemic Influenza Mitigation?
 

•
CDC’s Intervals, Triggers, and Actions framework?  See also the discussion on Intervals on pp. 12-19 of the Federal Guidance to Assist States.

A6
Has the agency ensured that its plans accommodate state / local response plans by:
A.6a
•
Accounting for likely employee absenteeism for those who must mind school age children due to potential school closures?

A.6b
•
Accounting for likely employee absenteeism for those who must stay home due to their own illness, illness of a household member, and/or to provide care for other ill individuals?
A.7
Before a pandemic, has the agency surveyed employees with an ADA/Rehabilitation Act-compliant questionnaire or other tool in order to estimate employee absenteeism levels or need for telework resources during a pandemic, or otherwise developed plans for assessing the need for telework resources?

A.8
To ensure all-hazards preparedness in accordance with the National Incident Management System and the National Response Framework, have the agency's pandemic plans been integrated with Continuity of Operations (COOP) and Continuity of Government (COG) plans, as well as operations plans developed pursuant to HSPD-5, HSPD-8, and the Comprehensive Preparedness Guide 101?
B. Essential Functions

B.1
Does the agency’s plan include definitions and identification of essential services and functions needed to sustain agency mission and operations?
B.2
Does the agency’s plan include determination of which, if any non-essential functions can be suspended temporarily and for what duration before adversely impacting agency mission (given up to 40 percent absenteeism for 2 weeks during the peak of a pandemic, and lower levels of absenteeism for a few weeks on either side of the peak)?

B.3
Does the agency's plan address its incident management roles and responsibilities as identified in the State / local emergency operations plan?

B.4
Has the agency planned to sustain essential services and functions during a pandemic influenza outbreak, under the following scenarios:

B.4a
•
Workforce reductions (up to 40 percent absenteeism for two weeks during the peak of a pandemic, and lower levels of absenteeism for a few weeks on either side of the peak)? 

B.4b
•
Limited access to facilities (e.g., either because of social distancing, staffing or security concerns or other external factors)?

B.4c
•
Broad-based implementation of community mitigation measures as outlined in the Community Strategy for Pandemic Influenza Mitigation? 

B.5
Has the agency identified positions, skills, and personnel needed to continue essential services and functions?  (For pandemic purposes, essential personnel will likely include a larger percentage of the agency workforce than identified in planning for a COOP event lasting 30 days or less.)  See B.8 and B.9.
B.6
Has the agency developed a plan to ensure and consider:

B.6a
•
Appropriate level of staffing (Federal and contract support) to continue essential functions?

B.6b
•
Coordination of planning with contractors, suppliers, shippers, federal agencies and other businesses that support, or are supported by, your essential functions? (See also H.1e)

B.7
As appropriate, has the agency initiated pre-solicited, signed and standing agreements with contractors and other third parties to ensure fulfillment of mission essential requirements, including contingencies for backup should primary suppliers or contractors be unable to provide required personnel, services or supplies?

B.8
Has the agency identified and trained approximately two to three back-up personnel to continue essential services and functions, including back-up personnel in different geographic locations, as appropriate?

B.9
Has the agency established a roster of personnel and back-up personnel, by position, needed to continue essential services and functions?

C. Devolution of Control and Direction/ Delegations of Authority

C.1
As appropriate, has the agency developed and incorporated detailed guidance for possible full or partial devolution of command and control responsibilities as a strategy to conduct and provide essential services during a pandemic should the outbreak render leaders and essential staff incapable or unavailable to perform their defined functions?

C.2
Has the agency established delegations of authority to take into account the expected rate of absenteeism?

D.   Orders of Succession

D.1
Does the agency publish, maintain, and circulate established orders of succession that are at least three deep per responsibility and geographically dispersed, as appropriate to take into account the expected rate of absenteeism?

E. Primary and Alternate Operating Facilities

E.1
Has your agency developed and implemented a plan to identify adequate alternate worksites (e.g., home or other adequate alternate worksites that maintain social distancing measures), as appropriate, to assure capability to maintain essential services for up to several months during a pandemic? (See also Telework H5b.)

E.2
Has the agency identified which essential services and functions can be continued from designated operating facilities or alternative operating facilities (e.g., home or other adequate alternate worksites) and those that need to be performed at a designated department or agency operating facility? (A designated operating facility is an existing agency facility that may remain open during a pandemic with appropriate social distancing for staff that cannot perform their functions remotely and are needed to support the continuation of essential services and functions.)

E.3
If additional disasters or emergencies occurring during a pandemic require continuity personnel to report to alternate facilities (other than where they were working as a result of the pandemic), has the agency planned to ensure the health, safety, and security of the employees who must relocate to alternate sites (other than their homes), to include food, water, and hygiene products, in sufficient quantities to sustain operations for up to 30 days or until they can return to their designated work locations?  See also Section H.6 Safety and Health of Employees and their Families.

F. Communications

F.1
Has the agency developed and implemented mechanisms to communicate relevant information to internal and external stakeholders, including:

F.1a
•
Instructions for determining the status of agency operations and possible changes in working conditions?

F.1b
•
Alternative or redundant means of communication in case normal communications are disrupted?

F.1c
•
Establish and maintain points of contact for accurate and up-to-date information during a pandemic (e.g., Points-of contact from Department of Homeland Security [DHS] and Department of Health and Human Services [HHS])?

F.1d
•
Safety and health information for employees and families?  (For contents and related guidance, see Section H.6.)

F.1e
•
Creation of links to http://www.pandemicflu.gov for pandemic flu related guidance and information (e.g., signs and symptoms of influenza, modes of transmission, developing individual and family plans, when to return work and school) from internal and public websites?

F.1f
•
Mechanisms for how directive actions from the Secretary or head of the agency will be disseminated to components?

F.1g
Has the agency implemented fully capable continuity communications pursuant to National Communications Security Directive (NCSD) 3-10 to support agency needs during all-hazards emergencies and incorporate such systems as part of pandemic planning?

F.1h
•
Has the agency communicated its pandemic plan to employees and contractors?

F.2
Has the agency developed a communication plan that ensures communications are accessible to individuals (both within and outside the continental United States) with:

F.2a
•
Limited English proficiency, consistent with Executive Order 13166?

F.2b
•
Vision or hearing disabilities? 

F.3
To ensure continuity capability for all-hazards emergencies or other situations that could occur during a pandemic, do agency continuity of operations activation and relocation plans include alert and notification procedures for continuity personnel throughout the phases of a continuity event, including processes for monitoring the DHS Homeland Security Advisory System, the Federal Government Response Stages for Pandemic Influenza, intelligence, and other advisory information?

G. Vital Records and Databases

G.1
Has the agency identified and developed plans to ensure access to vital records needed to sustain operations that may be inaccessible remotely from alternative worksites by:

G.1a
•
Protecting the confidentiality of, and limiting the disclosure of, employees’ personal and protected health information consistent with the Rehabilitation Act, the Privacy Act and the Health Insurance and Portability Accountability Act (HIPAA)?

G.1b
•
Establishing security protocols for all systems, databases and files that will need to be accessed electronically from a remote location (e.g., an employee’s home or alternative workplaces)?

G.2
Has the agency identified and ensured the integrity and continued usability of vital systems that require periodic maintenance or other direct physical intervention by employees?

H:
Human Capital

H.1
General Human Capital

H.1a
Has the agency reviewed and incorporated U.S. Office of Personnel Management (OPM) Human Capital Planning guidance for a Pandemic Influenza (www.opm.gov/pandemic/) in its pandemic influenza planning?

H.1b
Has the agency created and implemented workforce guidelines to prevent or minimize workplace exposure to contagious disease?  The guidelines must be consistent with Federal law, including equal employment opportunity laws where applicable.  (See also H.3a. and H.6.)

H.1c
Has the agency identified and/or developed alternative work arrangements (e.g., job sharing, flexible work schedules, telework, and expanded scopes of practice or work) available for use in the case of a pandemic health crisis?

H.1d
Has the agency developed a process consistent with the OPM guidance to collect and report the status of its employees during a pandemic health crisis for the purpose of monitoring agency workforce levels and reporting such information to OPM?

H.1e
Has the agency discussed the effect of pandemic related human capital issues with its procurement and contract workforce (including contract workers who are co-located with or routinely work at the same worksite as Federal employees, as well as those who are not co-located with Federal employees)?

H.1f
Has the agency planned for pandemic-related human capital issues regarding volunteers and trainees who could provide services important to agency operations and continuity? Has the agency consulted applicable laws and regulations, if appropriate?

H.2
Employee-Labor Relations:

H.2a
Has the agency consulted and bargained (as appropriate) with exclusive representatives of bargaining unit employees over human resources issues that may affect employees working conditions or collective bargaining agreements (e.g., telework during a pandemic health crisis)?

H.2b
Has the agency developed a plan for identifying provisions of a collective bargaining agreement or other labor-management agreement that may need to be addressed to enable the agency to carry out its mission in the event of a pandemic-related emergency?

H.2c
Has the agency developed a plan for communicating with exclusive representatives at the national and/or local level regarding any determination that will affect compliance with specific terms of a collective bargaining agreement during an emergency?

H.2d
Has the agency developed a plan for determining what, if any, post-implementation bargaining may be necessary as the result of management actions taken during an emergency?

H.3
Pay and Leave Policy:

H.3a
Has the agency reviewed and revised, as necessary, agency policy and/or guidance on leave, alternative work schedules (i.e., flexible and compressed work schedules), and evacuation payments?  Has the agency examined its sick leave and annual leave policies to ascertain how these policies can be utilized during a pandemic to support home isolation and quarantine, consistent with the Community Strategy for Pandemic Influenza Mitigation?  See also A.5 and H.6b.

H.3b
For the purpose of administering evacuation payments, has the agency identified appropriate work assignments for employees whose homes may be designated as their “safe haven” during a pandemic health crisis? (‘Safe haven’ means a designated area to which an employee or dependent will be or has been evacuated.  5 CFR 550.402)

H.3c
Has the agency ensured its managers and supervisors are familiar with various leave options for seeking medical attention, the procedures and obligations for requesting and approving leave, and the limited circumstances under which an employee may be directed to take leave?

H.3d
Has the agency prepared for requesting “buyout” repayment and dual compensation waivers (salary offset waivers for returning annuitants), if needed?

H.3e
Has the agency assessed all agency policy, guidance, and/or requirements regarding leave, alternative work schedules, and evacuation payments for compliance with Federal equal employment opportunity laws that prohibit discrimination on the basis of disability, age, and pregnancy, among others?

H.4
Staffing Policies:

H.4a
Has the agency educated its hiring officials on existing Government-wide and agency-specific hiring authorities, including emergency authorities?

H.4b
Has the agency identified specific hiring needs (e.g., critical positions, geographic locations) and determined which hiring flexibilities the agency may need to utilize that (1) do not require OPM approval, and (2) require OPM approval?

H.4c
For hiring needs requiring OPM approval, have agency officials developed documentation and/or compiled information that can be used to immediately request approval in the event of a pandemic health crisis?
H.5
Telework and Information Technology Capabilities:

H.5a
Has the agency evaluated and implemented an action plan on current technology, technology support and telecommunications infrastructure to ensure the capability exists to support essential functions and personnel, particularly if working from home or alternate worksites?

H.5b
Has the agency reviewed and revised telework and related policies, including IT security and operations, to incorporate all OPM, GSA, and other relevant guidance found on www.telework.gov? 

H.5c
Has the agency determined which positions would be eligible for telework during a pandemic and notified employees about the agency telework policy for social distancing during a pandemic, including eligibility criteria?  (Note: During a pandemic it is expected that the number of employees teleworking will far exceed the number of usual teleworkers as agencies invoke various social distancing measures to protect workers safety and health.)

H.5d
Has the agency telework coordinator been provided with training and resources necessary to ensure effectiveness and included the telework coordinator in emergency planning?

H.5e
Has the agency incorporated emergency telework expectations into telework agreements?

H.5f
Has the agency assessed the telework policy, guidelines, and requirements for compliance with Federal law, including equal employment opportunity laws where applicable?

H.5g
Has the agency ensured its telecommunications infrastructure is capable of handling telework arrangements and securing sensitive information?

H.5h
Has the agency developed and implemented telework agreements, and filed such agreements with the telework coordinator?

H.5i
Has the agency assessed all telework policies, guidelines, and requirements for compliance with Federal equal employment opportunity laws that prohibit discrimination on the basis of disability, age, or pregnancy, among others?

H.6
 Safety and Health for Employees and their Families

H.6a
Based on public health guidance, such as issued by CDC, has the agency established policies for restricting work-related travel to geographic areas affected by a pandemic health crisis and monitoring employees returning from affected areas?

H.6b
Based on HHS and OPM guidance, has the agency established leave policies that address employees who become ill or are suspected of becoming ill while at their normal work site?   The policies must be compliant with Federal equal employment opportunity laws, where applicable. 

H.6c
Has the agency established policies for returning recovered, non-infectious employees to work?
 The policies must be compliant with Federal law, including equal employment opportunity laws where applicable.

H.6d
Based on OPM, HHS and Department of Labor (DOL) guidance, has the agency established social distancing policies for preventing pandemic influenza spread at work? The policies must be compliant with Federal equal employment opportunity laws, where applicable.

H.6e
Based on public health (including occupational safety and health) guidance, has the agency disseminated and posted educational and training materials to raise awareness about pandemic and workplace related policies (i.e., stay home if you or a household member is sick, cough etiquette, appropriate use of  respiratory protection such as respirators and facemasks, hand hygiene, and social distancing strategies)?

H.6f
Has the agency’s safety and health personnel performed and regularly updated risk assessments based on occupational exposures and assessed whether the risk can be controlled through engineering, administrative and work practice measures, and if not,  procured appropriate types and quantities of infection control-related supplies (e.g., personal protective equipment, hand sanitizers, surface wipes, cleansers, and tissues)?

H.6g
Has the agency identified qualified safety and health personnel to ensure infection control measures are identified and implemented, including (if applicable) the appropriate selection and use of personal protective equipment, based on HHS and DOL guidance?

H.6h
Based on guidance issued by HHS/CDC and the Environmental Protection Agency, has the agency disseminated to contractors and cleaning crews information on routine cleaning practices and environmental management strategies that can be used during influenza seasons as well as during an influenza pandemic?

H6i
Has the agency identified a Pandemic Coordinator and two backups as the points-of-contact for vaccine and antiviral prioritization information and distribution before and during a pandemic? (Recommendations for the use of vaccines and antivirals before and during a pandemic will depend on the nature of the pandemic.  While general guidelines are now available, final decisions on prioritization and distribution will not be made until a pandemic occurs, when information about transmission, spread, and illness characteristics of the pandemic virus are known.)

H.6j
Has the agency reviewed and updated where necessary service contracts with healthcare providers to administer pandemic flu vaccinations (when available), antiviral and supportive medications, or perform other health service related duties during a pandemic?

H.6k
Has the agency reviewed its Employee Assistance Program (EAP) and other resources available to employees to ensure they are equipped to prepare and respond to the psychological and social needs of employees prior to, during, and after a pandemic health crisis (e.g., survivor assistance programs)?

H.6l
Has the agency provided employees with information to promote preparedness at home and in the community?

H.6m
Has your agency planned to purchase and stockpile antiviral drugs and personal protective equipment (PPE) for employees identified through the risk assessments conducted pursuant to H.6f?
 
I. Test, Training and Exercise

I.1
Has the agency conducted pandemic influenza-related exercises (involving essential personnel, managers, senior leadership, and contract support) to examine the impact of a pandemic on agency’s ability to carry out essential functions?

I.2
Has the agency developed processes to evaluate program plans, procedures, and capabilities through periodic reviews, testing, post-incident reports, lessons learned, performance evaluations and exercises?

I.3
Has the agency developed processes to ensure that corrective action is taken on any deficiency identified in the evaluation process and to revise at a minimum the relevant policy(ies), guidance, personnel, procedures, training, equipage, facilities, as well as plan(s)?

J. Reconstitution

J.1
Does your agency have processes to assess the sufficiency of resources to commence reconstitution efforts?

J.2
Does your agency have a process for calling up former Federal employees to ensure that mission essential functions are fulfilled?

J.3
Has the agency developed a plan or procedures to notify all personnel when the actual emergency or threat of an emergency no longer exists?

J.4
Has the agency developed a plan or procedures to instruct personnel on how to resume normal operations?

J.5
Has the agency developed a plan or procedures to supervise a return to the normal operating facility or a move to another temporary or permanent primary operating facility if events have rendered normal facilities unavailable?
� http://www.pandemicflu.gov/general/index.html


� http://www.pandemicflu.gov/general/index.html


� Note that the 30-40% absenteeism rate is a possible rate.  There is no scientific evidence to support a rate. 


� Global Security: Flu Pandemic Morbidity/Mortality (2009).  Retrieved on July 1, 2009 from: http://www.globalsecurity.org/security/ops/hsc-scen-3_flu-pandemic-deaths.htm


� World Health Organization-Western Pacific Region: Ten Things you Need to Know About Pandemic Influenza (2009) Retrieved on: July 1, 2009 from: http://www.wpro.who.int/vietnam/sites/dcc/pandemic_flu/


� http://globaleconomy.foreignpolicyblogs.com/2009/04/27/the-economic-impact-of-swine-flu-pandemic/  accessed July 2009 


� Determined Accord 2008 Exercise Briefing, FEMA/ National Continuity Programs.


� http://www.pandemicflu.gov/plan/federal/operationalplans.html


� Federal Emergency Management Agency. Independent Study Course 100.a: Introduction to Incident Command System. (http://training.fema.gov/IS/crslist.asp).


� Federal Emergency Management Agency. Independent Study Course 120.a: An Introduction to Exercises. (http://training.fema.gov/EMIWeb/IS/IS120A.asp).


� Federal Emergency Management Agency. Independent Study Course 200.a: ICS for Single Resources and Initial Action Incidents. (http://training.fema.gov/IS/crslist.asp).


� Federal Emergency Management Agency. Independent Study Course 235: Emergency Planning. (http://training.fema.gov/IS/crslist.asp).


� Federal Emergency Management Agency. Independent Study Course 546: Continuity of Operations (COOP) Awareness. (http://training.fema.gov/EMIWeb/IS/is546.asp).


� Federal Emergency Management Agency. Independent Study Course 547: Introduction to Continuity of Operations (COOP). (http://training.fema.gov/EMIWeb/IS/is547.asp).


� Federal Emergency Management Agency. Independent Study Course 700.a: National Incident Management System (NIMS): An Introduction. (http://training.fema.gov/IS/crslist.asp).


� Federal Emergency Management Agency. Independent Study Course 800.B: National Response Framework, An Introduction. (http://training.fema.gov/IS/crslist.asp).


� Emergency Management Institute. Course G-300: Incident Command System, Intermediate. (http://training.fema.gov/STCourses/crsdesc.asp?courseid=G300).


� Emergency Management Institute. Course G-400: Incident Command System, Advanced. (http://training.fema.gov/STCourses/crsdesc.asp?courseid=G400).


� Center for Domestic Preparedness Resident Program List. (https://cdp.dhs.gov/pdfs/calendars/Resident_Program_List.pdf).


� DHS/FEMA Preparedness & Program Management Technical Assistance Catalog. (http://www.ojp.usdoj.gov/odp/docs/NPD_Technical_Assistance_Catalog.pdf).


� The Federal Government Response Stages are available in the Implementation Plan for the National Strategy for Pandemic Influenza, at http://www.whitehouse.gov/infocus/pandemicflu/.


� http://www.pandemicflu.gov/plan/community/commitigation.html


� For guidance related to A.3, please see Community Strategy for Pandemic Influenza Mitigation available at http://www.pandemicflu.gov/plan/community/commitigation.html, as well as guidance safety and health guidance issued by HHS and the Department of Labor (DOL) referenced in Section H.6.)


� For guidance related to A.4, please see Preparing the Workplace for Everyone: Accounting for the Needs of People with Disabilities (Appendix A, page 60), available at http://www.dol.gov/odep/programs/emergency.htm.


� The Federal Government Response Stages are available in the Implementation Plan for the National Strategy for Pandemic Influenza, at http://www.whitehouse.gov/infocus/pandemicflu/


� The Community Strategy for Pandemic Influenza (available at http://www.pandemicflu.gov/plan/community/commitigation.html) recommends early and uniform implementation of layered interventions at the community level, including targeted use of antiviral medications, voluntary home isolation and quarantine of the ill and their immediate household members, dismissal of students from school with social distancing of children, and social distancing at work and in the community.


� http://www.pandemicflu.gov/news/guidance031108.pdf


� Prior to a pandemic, the Rehabilitation Act  and the Americans with Disabilities Act would prohibit employers from asking employees to disclose medical conditions that could be disabilities (e.g., heart conditions, HIV, immune system deficiencies) in an effort to identify employees who may be at a greater risk of contracting pandemic influenza.  The Frequently Asked Questions available at http://www.pandemicflu.gov/faq/workplace_questions/equal_employment/i3.html include an ADA/Rehabilitation Act compliant approach.


� See also A.5 and  A.6


� An alternative that achieves the same ends: ensure each staff member's familiarity with the roles and responsibilities of 2 additional and related positions, creating in effect a reverse 1 to 3 ratio.


� For guidance related to workplace safety and health, please see Guidance on Preparing Workplaces for an Influenza Pandemic (http://www.osha.gov/Publications/influenza_pandemic.html), Pandemic Influenza Preparedness and Response Guidance for Healthcare Workers and Healthcare Employers (www.osha.gov/Publications/OSHA_pandemic_health.pdf), and Proposed Guidance on Stockpiling of Respirators and Facemasks in Occupational Settings (http://www.osha.gov/dsg/guidance/stockpiling-facemasks-respirators.html), Guidance on When to Return to Your Workplace or School (website to be determined).


� See CDC travel information related to avian influenza, including preventive measures, available at http://www.cdc.gov/flu/avian/index.htm.  Also, general country information can be obtained from the Department of State's Consular Information Sheets at http://travel.state.gov and Embassy and Consulate Websites at http://www.travel.state.gov/travel/tips/embassies/embassies_1214.html.


� http://www1.va.gov/emshg/docs/Brochure_8_When_to_Return_508_Compliant.pdf


� http://www.pandemicflu.gov/vaccine/allocationguidance.pdf


� Guidance for individuals and families preparing for pandemic is posted at http://www.pandemicflu.gov/plan/individual/index.html.  Planning information for community organizations is available at http://www.pandemicflu.gov/plan/community/index.html.


� Guidance documents for antiviral drugs and personal protective equipment are available at http://aspe.hhs.gov/panflu/antiviral-n-masks.shtml  and http://www.osha.gov/dsg/guidance/stockpiling-facemasks-respirators.html.  Agencies should prepare to procure medical countermeasures and material for very high exposure risk, high exposure risk, and medium exposure risk FTEs, consistent with the guidance documents under development.  It is anticipated that many agencies will have few or no FTE that will meet the criteria as very high-risk, high-risk, or medium-risk.
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